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NHOOPMAILIMOHHA A ITAMATKA
JJ OBYYHAIOINUXCA AJI PASMEIIEHN A
HA OOUIMAJIBHBIX MHTEPHET-PECYPCAX

C KaKIbIM I'OJIOM MOJIOACKHU B MHTCPHETC CTAHOBUTLCA 6OJ'IBH_I€, a IIKOJIbHUKU OJHHU U3
caMbIX aKTUBHBIX NOJIb30Bareneil Pynera. Mexay TeM, TOMHUMO OTPOMHOTO KOJTMYECTBA
BO3MO>KHOCTEM, HHTEPHET HECET U IIPOOJIEMBI. DTa aMATKa JOHKHA TOMOYb TeOe 0€3011acHO
HAaXOJUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KoMnproTepHblil BUPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX IPOIPaMM, OTIMYUATEIBHON
0COOEHHOCTBIO KOTOPOH SABJISIETCS CIOCOOHOCTH K Pa3MHOXKEHUIO. B 1onosiHeHue K 3ToMy,
BUPYCHI MOT'YT ITOBPEUTH WM MOJHOCTHIO YHUUTOXKHUTH BCe (hailibl U TaHHbIE,
MIOJIKOHTPOJIbHBIE TI0JIb30BATEI0, OT UMEHU KOTOPOro Oblia 3amylieHa 3apakeHHas Iporpamma,
a TaKk)Ke MOBPEIUTh WIM AaXKe YHUUTOXKHUTh ONEPALMOHHYIO CUCTEMY CO BCeMH (hailiamu B
1es10M. B OonbIIMHCTBE CllydaeB paclpoCTPaHSIIOTCs BUPYChl YEpe3 UHTEPHET.

MeToapl 3a1UThl OT BPEAOHOCHBIX IPOTPAMM:

1. Ucnionp3yii COBpeMEHHBIE ONEPAIIMOHHBIE CUCTEMbBI, UMEIOIINE CEPbE3HBI YPOBEHD
3aIUTBI OT BPEAOHOCHBIX ITPOTPAMM;

2. IlocTtosiHHO ycTaHaBIMBal nauTu (U POBbIE 3aIUIATKH, KOTOPbIE aBTOMaTHUECKU
YCTaHABJIMBAIOTCS C LEJIbIO JOPAaOOTKH IPOrpaMMbl) U Ipyrue OOHOBIICHUS CBOEH
OTeparmoHHON cucTeMbl. CKauMBai UX TOJIBKO ¢ OPHUIHAILHOTO caiita pa3padorunka OC. Eciu
CYIIECTBYET PEKUM aBTOMAaTHUYECKOTO OOHOBIJIEHUS, BKIIIOUH €T0;

3. Paboraii Ha cBOeM KOMIIBIOTEPE I0/1 ITpaBaMH MOJIb30BaTENs, a HE aAMUHHUCTPATOpAa.
3T0 He MO3BOJIUT OOJBIINHCTBY BPEJOHOCHBIX MPOTrPaMM MHCTAJIIMPOBATHCS HA TBOEM
NEPCOHAIILHOM KOMIIBIOTEPE;

4. Vcnionb3yii aHTUBUPYCHBIE IPOIPAMMHBIE ITPOIYKThI U3BECTHBIX ITPOU3BOJUTEIIEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannyb (pu3HYecKHid JOCTYH K KOMIIBIOTEPY [Tl TOCTOPOHHUX JIMIL;

6. Mcnonp3yil BHENIHKME HOCUTENH HH(OPMALINHY, TaKUe Kak (ielika, JTUCK Win (aidi u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTKpbIBail KOMIIbIOTEpHBIE (haiiiibl, TOTYyYEHHbIE U3 HEHA/IEKHBIX UICTOYHUKOB. [laxke
Te (aiibl, KOTOpBIE IPUCIIAT TBOM 3HAKOMBIN. JIydiie yTOYHM y HEro, OTIpaBJIsiy JIU OH Te0e HX.

Cern WI-FI

Wi-Fi - 5T0 He Buj nepenaun TaHHBIX, HE TEXHOJOTHs, a BCETO JIMIIb Open, Mapka. Eme B
1991 romy Huaepnanackas komnanus 3apeructpuponaina openn "WECA", uto o603Havano
cioBocouetanue "Wireless Fidelity", koTopblil mepeBoauTcs kKak "GecripoBoiHas TOYHOCTD .

Jlo Hamero BpeMeHH JoIuIa qpyras ab0peBuaTypa, KOTopas SBISIETCS] TAKOH JKe
TexHosioruei. Ito abopesuarypa "Wi-Fi". Takoe Ha3BaHMe ObUIO JaHO C HAMEKOM Ha CTaHAApT
BbIcIIel 3ByKoBOi TexHuku Hi-Fi, uTo B nepeBojie 03HavaeT "BbICOKAsi TOYHOCTH".

Ja, 6ecruiaTHbI MHTEPHET-IOCTYI B Kade, OTeNAX U adporopTax ABJISETCS OTIMYHON
BO3MOXKHOCTBIO BBIXO/Ia B MHTEpHET. HO MHOTHE 3KCTIEpPTHI CYUTAIOT, 4TO 00mIe0cTynHbIe Wi-
Fi cetu He aBnsitoTCS 0€30MACHBIMU.

CoBeTbl 110 0€30MacHOCTH pabOThI B 00IIETOCTYIHBIX ceTsix Wi-fi:

1. He nepenagaii cBoro muuHyio nHpopMmaluio yepes odmenocrynusie Wi-Fi cern.
PabGoTast B HuX, ’kenaTenbHO HE BBOAUTH MMApOJIM JOCTYIA, JOTMHBI U KAKHE-TO HOMEPa;



2. Ucnionb3yit 1 0OHOBIISIN aHTUBUPYCHBIE TPOrpaMMBbI B OpanaMayep. TeM caMbIM Thl
obe3omacuiib ce0s OT 3aKaUKu BUPYyca Ha TBOE YCTPOHCTBO;

3. Ilpu ucnonszoBannu Wi-Fi otkmoun ¢pynkuuto "OO6muit goctyn K daiinam u
npuntepam". JlanHas GyHKIMS 3aKpbITa 10 YMOJYaHHIO, OJHAKO HEKOTOPBIE MOJIb30BATEIH
AKTUBUPYIOT €€ JUIsl y100CTBa MCII0JIb30BaHus B paboTe min y4eoe;

4. He ucnionb3yii nyoanunbiii WI-FI 11 nepegaun TUYHBIX JaHHBIX, HATPUMED IS
BBIXO0/1a B COLIMAJIbHBIE CETU WX B AJIEKTPOHHYIO I10UTY;

5. Ucnonb3y# Tonbko 3aniuiieHnoe coeaquuenue yepe3 HTTPS, a e HTTP, T.e. npu
Habope BeO-aapeca BBoaU nMeHHO "https:/";

6. B moOuiasHOM Tenedone otkimoun pyuknuio "llonkmouenne k Wi-Fi aBromatuyecku'.
He nomyckait aBToMaTn4eckoro moAKII0ueHHs ycTpoiicTa K ceTsim Wi-Fi 6e3 TBoero cornacusi.

COIII/IaJ'IbeIe CEeTH

ConuanbHble CETH aKTUBHO BXOJST B Hally KH3Hb, MHOTHE JIIOJU padOTaIOT U )KUBYT TaM
IOCTOSIHHO, a B Facebook yxxe 3apeructpupoBaH MUIIIMApA YEJIOBEK, YTO SIBJISETCS OJHOM
CebMOI BCeX KHUTEJeH TuraHeTsl. MHOTHE MOJIb30BaTeIN HE TIOHUMAIOT, 4TO WH(opMars,
pasMelleHHas UMH B COLIMAIBbHBIX CETSAX, MOKET OBbITh HalIeHa U MCII0JIb30BaHa KEM YI'OJHO, B
TOM YHCJIE HE 0053aTEIbHO ¢ OJIarMMH HAMEPEHUSIMH.

OcCHOBHBIE COBETHI 110 OE30MACHOCTH B COLIUANIBHBIX CETAX:

1. OrpaHndb CIUCOK Apy3eit. Y Te0st B Apy3bsaX HE TOIDKHO OBITH CIydaiHBIX U
HE3HAKOMBIX JIIOJCH;

2. 3amuMiaii CBOrO YaCTHYIO JKM3Hb. He yka3piBail mapoiu, TenedoHsl, aapeca, 1aTy
TBOETO POXKJIEHHS U APYI'YIO JIUYHYIO HHPOPMALUIO. 37I0yMBIIUIEHHUKH MOTYT UCIIOJIb30BATh
Jake HH(POPMAIUIO O TOM, KaK Thl U TBOU POAUTEIHN TUIAHUPYETE MPOBECTH KAaHUKYIIHI,

3. 3amuiail cBoro penyTalmio - Iep>KU ee B YUCTOTE U 3a/1aBail cebe BOmpoc: XOTel Obl
ThI, YTOOBI APYTHE TOJIB30BATENN BUJIENH, UTO ThI 3arpyskaeib? [logymail, mpexae 4em 4To-To
OIyOJIMKOBATh, HAITUCATD U 3arPY3UTh;

4. Ecnu Thl TOBOPUIIIB C JIFOABMH, KOTOPBIX HE 3HACIb, HE UCIIOJIb3YH CBOE peallbHOE UM
U JIpYTYIO JINYHYIO MH(OPMAIK: UM, MECTO KHUTEIbCTBA, MECTO yUeObl U IIpOUee;

5. N36eraii pazmemenus Gororpaduii B iuTepHere, rie Thl H300pa’keH Ha MECTHOCTH, 110
KOTOPOU MO>KHO OIPENETUTH TBOE MECTOIIOJIOKEHHUE;

6. [Ipu perucrpanuu B COLMATBLHON CETH HEOOXOAMMO UCIIOIb30BaTh CIIOKHBIE MTApOJIH,
cocTosue u3 OykB U M(pP U ¢ KOJTUYECTBOM 3HAKOB HE MeHee §;

7. A7t cOnManbHOM CETH, MOYTHI U IPYTUX CAUTOB HEOOXOIUMO HCIIOJI30BaTh Pa3HbIC
naposu. Toraa ecnu Te0s B3710MAIOT, TO 3JI0YMBIIIJIEHHUKH TOIYYaT JOCTYN TOJBKO K OJTHOMY
MECTY, a HE BO BCE Cpa3y.

JJIeKTPOHHBbIE JeHbIH

DNEKTPOHHBIE IEHbIH - 3TO OYEHb YAO0OHBIN CIIOCO0 MiaTekel, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU ACHBIU.

DNEKTPOHHBIE IEHbI'H MOSIBUJIMCH COBCEM HEJIJABHO M UIMEHHO M3-3a 3TOI'0 BO MHOTHX
rocy/apcTBax 0 CUX IOP HE IPOMUCAHO PO HUX B 3aKOHAX.

B Poccun ke oHr (QyHKIIMOHMPYIOT U O HUX Y€ MPOMHUCAHO B 3aKOHE, TJI€ UX Pa3JIesoT
Ha HECKOJIbKO BUJIOB - aHOHUMHBIE U HE aHOHUMHbBIE. Pa3HNIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3peliaeTcs MpoBOAUTH onepanuu 6e3 uIeHTU(UKALNY T0JIb30BaTeNsd, a B
HEaHOHMMHBIX MJIEHTH(UKALKS TOJIb30BATEINS ABISETCS 0053aTEIbHOM.

Taxxe crneayeT pa3nuyarh 3J1eKTPOHHBIE (PUaTHBIE AEHBIU (PaBHbBI TOCYAapCTBEHHBIM
BAJIIOTaM) U AJIEKTPOHHBIE He(hUaTHBIE ICHBIU (HE paBHBI TOCYAaPCTBEHHBIM BATIOTAM).

OcCHOBHBIE COBETHI 110 OE30IIaCHOM pabOTe € IEKTPOHHBIMH J€HbIaMHU:



1. IlpuBsixu K cyeTy MOOMIBHBIN TenedoH. ITo caMblil yA0OHBIH 1 OBICTPBII C1IOCO0
BOCCTAHOBHUTH JOCTYI K cueTy. [IpuBsi3aHHbIN TenePOH MOMOXKET, €cliv 3a0yAeIIb CBOM
IJIATEKHBIN IMapOJIb WM 3aiE1Ib HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Ucnone3yit ogqHopazoBeie napoiu. [locie nepexonia Ha yCHIICHHYIO aBTOPU3ALIMIO TeOe
y’Ke He OyIeT yrpoKaTh OITaCHOCTb KPaXKu WJIM IiepexBaTa IJIaTeKHOT0 MapoJis;

3. BeiGepu croxxHbIi maposib. [IpecTynmHukam OyaeT He MPOCTO yrajaaTh CI0KHBIN MapoJib.
Hanexnsle maponu - 3To mapoJi, KOTOpbIE COAEPKaT He MEHee 8§ 3HAKOB U BKJIIOUYAIOT B ce0s
CTPOYHBIE U MPOMUCHBIE OYKBBI, U(PHI U HECKOJIBLKO CUMBOJIOB, TaKHE KaK 3HAK J0JuIapa,
¢byHTa, BOCKJIMIIATeIbHBIN 3HaK 1 T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JaHHBIE HAa CaliTaX, KOTOPBIM HE J10BEPSICILIb.

JJIeKTPOHHAS MOYTA

DJIEKTPOHHAs [I0YTA - 9TO TEXHOJIOIHS U IIPEIOCTABIIAEMBIE €10 YCIIYTH 110 IIEPECBIIKE U
MOJIYYEHUIO AIEKTPOHHBIX COOOIIEHHI, KOTOPBIE PACTIPEAEISIOTCS B KOMIIBIOTEPHOU CETH.
OOBIYHO 3/IEKTPOHHBIN OYTOBBIN SAIIMK BBIMJISIIUT CIEIYIOIUM 00pa3oM:
UMS_TIOJIb30BaTEsI(@UMsL_oMeHa. Takke KpoMme rmepeadyn IpocToro TeKCTa, MEeeTCs
BO3MOKHOCTb IlepeiaBaTh (paiiibl.

OCHOBHBIE COBETHI 110 0€30IMaCHOM paboTe C AIMEKTPOHHOM MTOYTOM:

1. Hayto BIOpaTh npaBUiIbHBIIN TOYTOBBIN cepBHC. B HHTEpHETE €CTh OrpOMHBIN BEIOOP
OecIIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIYUIIE JOBEPSITh TEM, KOT'O 3HAEIIb U KTO MEPBbII B
pEUTHHTE;

2. He yxa3piBaii B TMYHOM 1Mo4YTe JIMYHYIO HH(popMarmio. Hanpumep, srydrie BEIOpaTh
"My3bIKanbHbIN _(panat@" wiu "pox2013" Bmecto "temal3";

3. Ucnonp3yit ABYXATANHYIO aBTOPU3ALUI0. ITO KOTJIa TOMUMO MMapoJisi Hy’)KHO BBOJAUTH
KO/, IpHUChLIaeMblii 1o SMS;

4. BeiOepu c0KHBIN apoab. J{Jis Kak10T0 OYTOBOTO SIITUKA JIOJDKEH OBITh CBOM
HAJCKHBINM, YCTOWYUBBIN K B3JIOMY I1apOJlb;

5. Ecnu ecth BO3MOKHOCTh HANMCAaTh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH ITY
BO3MO>KHOCTB;

6. Mcnonp3yil HECKOJIBKO MOYTOBBIX SIIUKOB. [IepBbIil 17151 4acTHOM MepenucKu ¢
azpecaTaMH, KOTOPBIM ThI I0BEPSIEIIb. JTO IEKTPOHHBIN aJpec HE HAJI0 UCII0JIb30BATh IIPU
peructpanuu Ha popymax U cairax;

7. He oTkpeiBaii (ailsibl 1 Apyrue BIOKEHUs B MUCbMAaX, JAa)ke €CJIM OHU IMPUILIN OT TBOMX
npy3eit. Jlydiie yTouHu y HUX, OTIPABIISIIN I OHU TeOe 3TH (ailiibl;

8. ITocne okoHUaHUs pabOTHI HA TOYTOBOM CEPBUCE MEpe]l 3aKPHITUEM BKIIAJKH C CAUTOM
He 3a0y/1b HaXaTh Ha "BeiidTu'".

KuOepOy/utMHT MJIM BUPTYaJibHOE M3/1€BaTEIbCTBO

KuGepOymiuHr - npeciiefoBaHie COOOIMIEHUSIMH, COJIEPKAIIMMH OCKOPOJIEHHUSI, arpecCHIo,
3alyruBaHKe; XyJIUTaHCTBO; COIIMAIbHOE OOMKOTHPOBAHKE C TOMOIIBIO PA3INYHBIX HHTEPHET-
CEpPBHCOB.

OcHOBHBIE COBETHI IO 6OpHOE ¢ KUOEPOYIITUHIOM:

1. He G6pocaiics B 60#. JIyummii crtoco6: mOCOBETOBATHCS KaK ce0s BECTH M, €CITU HET
TOT0, K KOMY MOXHO OOpaTHThCS, TO BHaYalle YCIIOKOUThCA. ECu Thl HauHeIb 0TBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJIEHMSI, TO TOJIBKO €lle 0O0JIbIIe pa30XiKellb KOH(IINKT;

2. Yrpasinsaii cBoel Kubeppenyraimei;

3. AHOHUMHOCTb B ceTd MHUMas. CyIleCTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 32
AQHOHUMHBIM aKKayHTOM;

4. He ctouT BecTH XyJUTAHCKHUI 00pa3 BUPTyalIbHOM Ku3HHU. IHTepHET GUKCUpPYET BCe
TBOM JICHCTBUS M COXPAHSET UX. Y AAUTh UX OYyAeT KpaifHe 3aTpyIHUTEIbHO;



5. ColGumrozait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuanunbiii HeratuB. OTHOPa30BbIE OCKOPOUTEIBHBIE COOOIIIEHUS JTyUIIIe
UrHopupoBaTh. OOBIUHO arpeccus NpeKpaliaeTcs Ha Ha4ajabHOU CTaauH;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSMHU, B COLIUATBHBIX
CeTSAX €CTh BO3MOXXHOCTH OJIOKUPOBKHU OTHPABKU COOOILICHUN C ONPEACTICHHBIX a/IpECOB;

8. Ecim b1 cBUeTenh KnOepOyiunara. TBOM EHCTBHS: BBICTYIIUTD MPOTHB
IIpeciIe10BaTelsl, 10Ka3aTh My, YTO €r0 JeHCTBUS OLIECHUBAIOTCS HETaTUBHO, OJIEPKATh
KEPTBY, KOTOPOH HY»HA MCUXOJIOTUYECKasi TOMOIIb, COOOIIUTh B3POCIIBIM O (akTe
arpecCUBHOIO IOBEJCHUS B CETH.

MoOunbHbIi TesieoH

CoBpemenHble cMapT(HOHBI U IJTAHIIETHI COIEpKaT B ceOe BIIOIHE B3POCIBINA (PyHKIIMOHAT,
U TeTepb OHU MOTYT KOHKYPHPOBATh CO CTAlIMOHAPHBIMHU KOoMITbioTepaMu. O/IHAaKO, CPECTB
3aIUTHI UTSI TOTO0OHBIX YCTPOUCTB IMOKA OYSHb MaJo. TeCcTUpOBaHUE U TIOUCK YSI3BUMOCTEH B
HUX MIPOUCXOIUT HE TaK MHTEHCUBHO, Kak 11s 1K, To sxe camoe kacaeTcsi 1 MOOMIIbHBIX
IIPUIIOKEHUN.

CoBpemMeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPAKTUYECKH IOTHAIN HACTOJIbHBIE aHAJIOTH,
OJTHAKO pacuIupeHue (PyHKIIMOHAIA BICYET 32 COO0H OOJBIIYIO CIOKHOCTh M MEHBIIIYIO
3alUIIEHHOCTbD.

Jlasieko He Bce MPOU3BOAUTENH BBIITYCKAIOT OOHOBIIEHUS, 3aKPhIBAIOIINE KPUTHUYECKHE
YSI3BUMOCTH JIJIsl CBOUX YCTPOMWCTB.

OcHoBHbIE COBETHI JIs1 0€3011aCHOCTH MOOUIIBHOTO TenedoHa:

Hudero He siBnsieTcs mo-HacToseMy OecriaTHbIM. byib OCTOpOoXeH, Bellb Korja Tede
npeJiararT OecIyIaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBIThI KaKHUe-TO IUIaTHBIE YCIIYTH;

Hymaii, npexe ueM otnpaButh SMS, ¢oto umu Buaeo. Thl TOUHO 3HaEIb, Ie OHU OYAYT
B KOHEYHOM HUTOTE?

Heo6x011uMo 00HOBIIATH ONEPAIIIOHHYIO CUCTEMY TBOETO CMapT(OHa;

Hcnonb3yit aHTUBUPYCHBIE POTPaMMBbI JJ11 MOOUJIBHBIX TeNE(OHOB;

He 3arpyskaii npui105k€HUsI OT HEU3BECTHOTO MCTOYHHKA, BEJIb OHU MOTYT COZIEP>KATh
BPEIOHOCHOE MPOrpaMMHOE 00€CIIeYeHUE;

[Tocre Toro Kak Thl BBIMEIIB C caiiTa, IJIe BBOJWI JIMYHYIO HH(POPMALIKIO, 3aii1u B
HACTPOWKHU Opay3epa U ynaiau cookies;

[Tepuonuuecku npoBepsii, Kakue IUIaTHbIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBoif HOMep MOOMIBHOTO TeNe(OHA TOIBKO JIFOIM, KOTOPBIX ThI 3HACIIb U KOMY
JIOBEpsICLIb;

Bluetooth nomken ObITh BBIKITIOUEH, KOT/Ia Tl UM HE MoJb3yenibes. He 3a0biBait nHorma
IIPOBEPSTH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAWH-UTPBI - 3TO KPACOUHbIE, 3aXBATHIBAIOIINE PA3BIICUCHHUS,
00BEIMHSIONINE COTHU THICSY YEIOBEK M0 BceMy MHUPY. MTpoku nccaeayroT TaHHBIA UM MUD,
OOIIAIOTCS APYT C APYTOM, BBIMONTHSIOT 3aJaHUSI, CPAXKAIOTCS C MOHCTPAMHU U TIOTYYaIOT OTIBIT.
3a yZI0BOJIbCTBUE OHHU IIATSAT: MOKYMAIOT JUCK, OTUIAYUBAIOT A0OHEMEHT WX MTPHOOPETAIOT
KaKHe-TO OITIIUU.

Bce aTu cpencTBa uayT Ha OA/IepKaHUE M pa3BUTHE UTPHI, a TAK)KE HA CaMy
0€30MacHOCTh: COBEPIIIEHCTBYIOTCS CHCTEMBI aBTOPHU3AIINH, BBIITYCKAIOTCS HOBBIE MATYU
(undpoBkIe 3aMaaTKU AJIs IPOrpaMM), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mogo0HBIX HTrpax CTOUT OMAcaThCs HE CTOJIBKO CBOMX COTIEPHUKOB, CKOJIBKO KPasKu
TBOETO IMapoJisi, HA KOTOPOM OCHOBaHA CUCTEMa aBTOPHU3alUU OOJIBIIMHCTBA UTD.

OcCHOBHBIE COBETHI 110 0€30MACHOCTH TBOETO UTPOBOT0 aKKAYHTA!



1. Eciu ipyroii urpok BeneT cedst MI0X0 MM Co3aeT Te0e HeMPUATHOCTH, 3a0I0KUPYH
€ro B CIIUCKE UTPOKOB;

2. lloxkanylicsa agMUHUCTpATOPaM UIPbl Ha IJIOXOE ITOBEJEHUE 3TOT0 UTPOKA, KEJIATEIIbHO
HPUIIOKHUTH KaKHe-TO JI0Ka3aTebCTBA B BUJIE CKPHUHOB;

3. He ykaspiBaii 1nunHyto nH(pOpMaIuio B npodaiine urpsl;

4. YBaxail Apyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBaii HeO(UITUAIBHBIE TATYN U MOJIBI;

6. Mcnonb3yl CI0KHBIE M pa3HbIE MTAPOJIH;

7. Jaxe BO BpeMsl UT'Pbl HE CTOUT OTKJIKOYaTh aHTUBUpYC. I1oKa ThI urpaens, TBOM
KOMITBIOTEP MOTYT 3apa3uTh.

OUIIMHT UIIN KpaXa JIMYHBbIX JTaHHbIX

OObI4HOM KpaXkel JIeHer U JOKyMEHTOB CeTroJIHS YK€ HUKOI0 He YAMBHIIb, HO C
Pa3BUTUEM MHTEPHET-TEXHOJIOTUN 3JI0YMBIIIEHHUKH IEPEMECTUIIUCH B UHTEPHET, U
MIPOJIOJDKAIOT 3aHUMATHCS " TFIOOUMBIM" J1ETIOM.

Tak mosiBUIIacCh HOBasi yrpo3a: HHTEPHET-MOIICHHUYECTBA WK (DUILINHT, TIaBHAS [Eb
KOTOPOI'O COCTOMUT B IOJY4EHUN KOH(PHICHIIMATIbHBIX JaHHBIX [10JIb30BaTENEH - JIOTHHOB U
napoiieii. Ha anrnmiickom si3pike phishing untaercs kak ¢pummar (ot fishing - peiOHast 1087,
password - mapoJis).

OcHOBHBIE COBETHI IO 60pHOE ¢ HUIITMHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Ecim Tl mo03peBaeliib, YTO TBOS aHKETa ObL1a B3JIOMaHa,
TO HEOOXOAUMO 3a0JIOKUPOBATH €€ M COOOIIUTH aIMHHUACTPATOPaM pecypca 00 3TOM Kak MOYKHO
cKopee;

2. Ucnonb3yit Oe3omacHble BEO-CaiiThl, B TOM YHCJIE, HHTEPHET-MAra3uHoOB U IOUCKOBBIX
CHUCTEM;

3. Ucnonw3yit ciioxHbIe U pa3HbIe Mapoyid. Takum 00pa3om, eciiu TeOs B3JIIOMaloT, TO
3JI0YMBIIIJICHHUKH MTOJTy4aT JOCTYI TOJIBKO K OJHOMY TBOEMY NMPO(UIIO B CETH, @ HE KO BCEM;

4. Ecnu Te0s B310Mau, TO HEOOXO0AUMO IPETYIPEAUTh BCEX CBOUX 3HAKOMBIX, KOTOpbIE
no6aBiieHbl y T€O0s B IpY3bsIX, O TOM, YTO T€Os B37I0MaJI M, BO3MOXKHO, OT TBOETO UMEHH OyJeT
pacchLIaThCsl CllaM U CChUIKM Ha (PUILIMHTOBbIE CalThI;

5. Ycranosu HazexHbli naposs (PIN) Ha MOOMIBHBIN TenedoH;

6. OTKIIIOYM COXpaHEHHE MapoJisi B Opaysepe;

7. He oTkpeiBaii ¢ailsibl U Apyrue BIOKEHUS B MUCbMaX, AaXKe€ €CIIM OHU MPUIILIN OT TBOUX
npy3eit. Jlydiie yTouHu y HUX, OTIPABIISUIN JIU OHU Te0e 3T (paiiibl.

Hudposas penyrauus

[Mudposast penyTranus - 3T0 HEraTUBHAs UM MO3UTHUBHAS HH(OpMAIIUS B CETH O Tebe.
Kommpomerupyroras uHpopmalius, pa3MelieHHasl B MHTEpHETE, MOKET CEepbe3HBIM 06pa3om
OTPa3nTbCs Ha TBOEK pearnbHOW XuU3HK. "Lindposas penytauma” - 370 TBON UMUOXK, KOTOPbIN
dopmupyeTcsa n3 nHpopmauum o Tebe B MHTEpPHETE.

TBOe MecTo XuTenbcTBa, y4ebbl, TBOe (PMHAHCOBOE NOMOXeHNe, 0COOEHHOCTH XxapakTepa 1 pacckasbl O
6nun3KkMX - BCe 9TO HakannuBaeTcs B CETU.

MHorue NoAPOCTKN JNNIEFKOMbICIIEHHO OTHOCATCA K Fly6J'II/IKaLI,MM NNYHOM VIH(*)OpMaU,I/II/I B MHTepHeTe, He
NOHUMasi BO3MOXHbIX NOCNeACTBUN. Thl AaXe HE CMOXELLb JoragaTtbCsl O TOM, UTO (bOTOFpa(*)VIH,
pasmelleHHasn 5 neT Hasapg, ctana I'IpW-IMHOVI OTKa3a NpUuHATb Tebs Ha pa60Ty.

KommeHTapuun, pasmeLleHne TBoMx dhotorpadouii u gpyrue AeNCTBUS MOTYT HE UCHE3HYTL Jaxe nocre
TOro, KaK Tbl MX yAanuub. Tbl HE 3HaELLb, KTO COXpaHUIT 3Ty MHpopmauuto, nonarna fin oHa B NOUCKOBbIE
CUCTEMBI 1 COXpaHMNach N OHa, a rmaBHOe: YTO NoAYyMatloT 0 Tebe OKpyKatoLue Nioamn, KoTopble HanayT
1 yBUOAT 3T0. HanTn nHopmaLmio MHOro neT CiycTa CMOXET Nobon - kak u3 JobpbIx NOByXaeHUR, Tak
N C HaMepeHNeM NPUYNHUTL Bpes. ITO MOXET ObITb KTO YrogHO.

OCHOBHblE COBETHI M0 3aLLMTe LMPOBOI penyTauum:



1. MNogyman, npexae Yyem 4YTo-To Ny6nuKoBaThb U Nepenaeath y cebsi B 6riore nnu B coumansHON ceTy;

2. B HacTponkax npoduns ycTaHOBM OrpaHUYEeHUst Ha MPOCMOTP TBOEro Npoduns U ero CoaepXXUmoro,
caenawn ero Tonbko "ans apysen';

3. He pasmeluan 1 He ykasbiBa MHPOPMALMIO, KOTOpasi MOXET KOro-nmbo ockopbnsaTe nnm obmxkathb.

ABTOpCKOE npaBo

COBpEMeHHbIe LUKOJIbHUKWN - aKTUBHbIE MNOJ1b30BaATENN LI,VICprBOI'O npocTpaHCcTBa. OpHako ganeko He Bce
3HaloT, YTO NOJ1Ib30OBAHNE MHOTMMN BO3MOXHOCTAMU LI,VICppOBOFO Mupa TpeGyeT cobntogeHuns npae Ha
MHTENNEKTYyallbHYHO COBCTBEHHOCTb.

TepMVIH "VIHTeJ'IJ'IeKTyaﬂbHaH COBCTBEHHOCTL" OTHOCUTCS K pPa3yiIn4HbIM TBOPEHNAM HenoBe4eCkoro yma,
Ha4nHad C HOBbIX I/I306peTeHVIl7I 1 3HaKOB, 0603HaYalLLMX COBCTBEHHOCTb Ha NPOAYKTbI N yCInyru, n
3aKaH4nBada KHUramu, (*)OTOI'pad)VIﬂMVI, KI/IHOd)VIJ'IbMaMVI 1 My3blKalribHbIMW NMpon3BeaEHNAMMN.

ABTOpCKME NpaBa - 370 NpaBa Ha MHTeNMeKTyanbHyto COBCTBEHHOCTb Ha MPON3BEAEHMS HaYKK,
nuTepaTtypbl U UCKyccTBa. ABTOPCKME NpaBa BbICTyNatT B KAYeCTBE rapaHTun Toro, Y4To
WHTENNeKTyanbHbIN/TBOPYECKUA TPyA aBTopa He ByaeT HanpacHbIM, JacT emy crpaBefvBble
BO3MOXXHOCTM 3apaboTaTb Ha pe3ynbTaTax CBOero Tpyaa, NonyyYnTb M3BECTHOCTb M Npu3HaHne. HuKTo
6e3 paspelueHns aBTopa He MOXeT BOCMPOM3BOAUTb €ro Npov3BeaeHne, pacnpocTpaHaTb, Ny6nnyHo
AEMOHCTPUPOBaTh, NpoAaBaTb, UMNOPTUPOBATb, MyCcKkaTb B MPOKaT, MyONMYHO MCNOMHATH,
NnoKasblBaTb/MCNONHATL B 9dhmpe unm pasmeLlaTs B IHTepHeTe.

VMcnonb3oBaHue "l'll/lpaTCKOI'O" nporpaMmmMmHoro obecneyeHnss MoXeT npmnBecT K MHOITMM puUcKam: OT
noTepun gaHHbIX K TBOUM akkayHTamM 0 6J'IOKI/IpOBKI/I TBOEro yCTpOVICTBa, raoe yctaHoBIlieHa HerneranbHasa
nporpamma. He ctouT Takke 3abbiBaTh, YTO CyLLeCTBYHOT NerarbHble 1 GecnnaTtHble nporpamMmmbl,
KOTOPble MOXHO HaNTW B CETMW.

O noprane

CeTeBI/I‘-IOK.pd) - TBOW rMaBHbIN COBETYNK B CETU. 34ECh Tbl MOXELLb Y3HaThb O ©e3onacHoOCTU B CeTU
NOHATHbIM U OOCTYMNMHbLIM A3bIKOM, a NP BO3HUKHOBEHUNN KpI/ITVI‘-IeCKOl7I cutyauum O6paTI/ITbCFI 3a COBETOM.
A Takke NPUHATL y4acCcTune B KOHKypCax U CTaTb CaMbIiM LI,VI(*)pOBbIM I'pa)K,D,aHI/IHOM!



